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'TWas the night before audit

am all thrCNJh the shop,

not a creature was stirring,

not the tiDiest flip flop.

•'lhe listings were placed

'neath the viM09 nth carel

in hopes that the AQiitor,

vouldn't look there.

'And I nth ay coffee cup

clutched in JIY fist,

searching around for

vhat could have been Ilissed.



ljad as I await there

snepq the floor,

I SlIIdeD1y hear

a 10111 knock on the door.

II ru8b to the door,

aDd what there att8Dds,

but a three piece blue suit~

aDd eight tiny red peDS.

I -On Debits, On Credits~

-On Dashes, am X' s,

-Is the Bold Account right,

-Bave we paid enolllh 'nixes? •

•Be aoved through the rooa

searCbiDg for listiDgs~

to tiDd tor ~elf
vbat controls ge were Jli.ssiDg.

I ADd when he vas through

aid his notati0D8 abed. ,

he turned to ay boss,

91th a sbake of his head.

I • All of these prograas

-aust be rewritten.
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-DocUilentation is had.

-aid the Data· s not hidden.

'AId as he strode out #

you could hear # 10111 aid clear #

•If you thiDk this '18.8 bad.

IIjust 1J8.it 'til next year'-'

vith apologies to Cleaent C. Jloore
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II THE BEGDDIDIG

In aost cases, it is difficult to involve your aw1itor in a

project fro its inception. Usually, he will _it until aost of the

design is caplete before descemiIQ froa his office upon the

project teea. A few fairly silaple design c0D3iderati0D3 will go a

lODJ vay in providiIQ hia with coafort aid peace of 1liDl, am this

can be very ilaportant in keepiD} the project on course am umer

blllget.

COST JUSTIlICATIOIf.

OUr first, aDd prilmry concern in providiIQ a\l1itability for our

systeaa is coat jwstification. If we are speming tyenty thousand

dollars to design aDd ilapleaent a systea" ge should not spem two

buDdred thouaaDd to iDsure its auditability, if the systea does not

require it. If you are doing bulk .ailiD}s, It .ay not .atter if

you looae ten percent of your .aater file, if you ~ still select

enough different DalleS to fill your .ailing requiroents. On the

other baDd, if you nul a bank" a listiD} for the IRS of all

custoaers that baTe earned aore than six buDdred dollars bad better

balance to the penny. During the design of the systea, the actual

worth of the em product (worth, not cost - a three hUDdred dollar

progrea My be worth Ililli~ to the corporation) awst be weighed

against the cost of any a\l1itability design enbanceaents.

BACIUP AID RECOVERY
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One of the aore iaportant areas that an auditor viii want to

ema1De 1s the Backup aid Recovery scheae tor your project. Be vill

DOt be concerned vith the daily aDd veekly backups for your overall

syatea (though the aCbeduliDJ of these jobs in relationship to you

systea is aportant) , but &pecif ically vith the application

depm:lent backups tbat should be designed into your systea. If you

nightly proc8ssiDJ takes alaost your full offshift tille, ten Ilimlte

backups at convenient tiJles during the night could save hours of

recovery tiJle. Soaeti.aes, copying one key file to tape could be the

key to a tiaely recovery. It your daytiae online operation is

critical to the corporation, a lunchtille backup could be very cost

effective. Closing am copyiDJ your transaction log tile at

reasODable intenals can also save tiM and aoney in the long I1m.

If you chose this route, be certa1n tbat you are predictable. It

you close dam at noon every day for a half hour, doni t close dam

at eleven f if ty t i ve one day am t'lelve f it teen the next. I ¥hen the

operator gets huDgry' is not a particularly effective lunchtille

backup 8cheae. Keep a reasODable DUllber of generations of your

backup, am keep scme of thea offsite. This is an iJaportant part of

the original systea design, am incl\11ing the backup procedures viii

show thoroughness that auditors like. Bote that copies of your

software should also be kept otts1te.

A seccmd area that an alllitor vill be interested in is your
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testiDJ and turnover procedures. Procedures for both problea

resolution and new software releases sbDuld be considered as part of

the initial systea design. Backout procedures should be part of the

turnover of any chaD]es to a systea. Application systea cbaDqes

should be scheduled at non peak tilles~ aid the users should be

forewarned that the chaD]e is beiDg iIlpleaented, 80 that they My

prepare for the possibility of catastrophic failure. All cbanaes

should be tested in an eDTiromumt as close as possible to the

production eDTiromumt in vh1ch they viII 11m, am the test results

should be part of the chmJe docuaentation. 111 chaD]es IlUSt be

reflected in the STstU. docuaentation, am DO systEm should be

accepted that does not have sufficient docuaentation. '!he auditor

viII probably require the user to sign off to any chaD]es to the

application systea, ¥bether or not they Yill be visible to ma.

DOCtJlJEIT.lTIOR

Syste. docuaentatioD is probably the first thiDq any auditor ¥ill

ask for, and 90e to the project unager that does not bave it. '!be

docuaentation should be written duriDg the project developaent as an

inteqral part of the slste. design package~ and should be kept

current 8S proqrUlliDJ continues. 'Ihe original progro. specs should

be co.lete enouah to write the proar8.ll ¥1thout the need for

additional infonaation, though I have yet to see a syste-. where this

could be done. At the least, the prograa specs should be annotated

by the prograaaer ¥hen further infomation becoaes 8'ftlilable. File

contents am usage should be kept in soae fora of data dictionary,
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ard the dictionary should be kept current as the project continues.

file layouts should be in copybooks, generated, if possible froa the

data d1ct1cmary, aD! all pragro. should use the saae copybooks.

I:eeping the doctmeDtation current is 8S iJlportant as the

ccmpleteness of its content. !yet. docuaentation should consist

of, at the very least, input aDd output descriptions, the data

tranafomation and foBUlae used in the prograas, restart and renm

procedures, priMry users, other users, systea dependencies,

balancing iDstructiODS, 8Dl progru and job control listiDIs.

Copies of the docuaentation (either in _chine readable fora or on

microfiche), should be kept offs1te. You should also develop SOlle

to~ of cbaDge control docuaentation consisting of a description of

the cbaDge, the reason for the cbaDge, copies of any cbaDged syste-.

docuaentation, aDd backout procedures in case of a cbaDge failure.

SECURI'l'f

Of all areas of &yatu control, security is probably the IlOst

aiaunderstood. rtost people consider security to consist of

preventing UDauthorized access to production data. '!his, in truth,

is part of security, but is bardly the entire subject. Security

should be considered as the protection of the operating envi.ronaent

fro. coaproJUse or duage YITll)UT SERIOUSLY mPACTIRG USERS ARD

PR!VEHTIHG 'IBElf rROlI DOIBG 'Im:IR JOB. This includes providing the

operations personnel respons1ble tor the Jl8.1ntenance am .on1tor1ng

of the system. with the tools necessary to their work. Any good

progruaer, nth the tille to work at it, can access or cbaDge data

surreptitiously in a production envirODllent. It is better to spend
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tae am aoney in ensuriD) that all accesses to production data are

properly logged, aDd that unauthorized access can be spotted easily,

than to try to prevent all access to the data. Tools such as QUERY

should be controlled, as opposed to eliaiDated. If security is Mde

so tight that prograoers am users cannot do their jobs properly,

the security system will be circuaYented at the first opportunity.

The balance user friendly and tight security is a fine one, am
should be based on the actual worth of the data and syste. inTolved,

not on a 'global' security.mate.

DATA DiTEGRITr

The last area that we sill discuss froll the a\l1itor ' s checklist

is the controls needed to ensure the veracity of the production

data. At each step in processiD), checks should be established to

ensure that the data at this step is proper. All proqraas should,

at a 1W1i.Ilua, provide a record ccnmt of input am output records.

Proqrau that do serial reads should also prOTide soae fora of

balanciD) total that can be used to trace data as it .oves through

the sTste.. A tr8.D88.ction log, contai.ni.Dq dates, tiaes, users and

cbange data, should be updated for every cbange to the data base.

Control totals fro. this log should be checked against the data base

at appropriate intervals. Prograas to insure the integrity of the

databa~e ~hould be part of the origiDDl ~:Jtea de:Jign, aloDg with

.intenance progrus that update the transaction log vbi.le updating

the database. For illaqe databases, DICTDBA, BOIllESSY, DBSTAT (or

any of the other prograu that do forward am backward reads of all
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the chains on a database), can be nm on a scheduled basis, though a

proaru to do the su.e tmct10n can be vr1tten am ta110red to the

application and would provide a better test of the database. In

qeneral, a\llit trails aM ba1aDciDJ controls should be kept as

siaple as possible, and should be easily located for crosschecking

against each other. If they are not, they '1111 be iQIlore4.
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AS TIl! fOiL» TORRS

One of the _jor probleas tbat plague ongoing projects is tbat

the personnel that fiDi.sh a project -.y not he the ones that started

it. The job of the a1l11tor is -.de tbat auch barder by constantly

cbaDJing procedures and styles of codiDg am docuaentation. An

auditor tbat does not UDderstald your systea is one that 'lill

criticize it heavily. A few iaportant dos aDd don'ts -.y save hours

of headaches writing responses to your auditors reports.

COHSIS'IUCY

If you feel the need to cbaDJe staldards in aid streaa (am there

_y be very good re8S0D8 to do so), take the tiae to retrofit

previous coding am docuaentation to .tch the current stardard.

But it works, I hear you say. If it works that gel1, then _ybe

your stamards don't really need cbaDJiDg, at least as far as this

project is concerned. On the other bam, if there is such a

pressing need for revision, then there is a need for the recodiDl

effort. If you don't schedule it as part of the cbaDJe, it will

never ever oet dane. It is far worse to atte.pt the .ainteoance of

a systea that doe9 not follow a consistent staldard than to atteapt

the mintenance of a systea tbat follovs a bad one.

DlFORrflTIOI AS IT IIiPPEJIS
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Copy your auditor on every design chaDge 1UDlO, the IliDutes of

every design :aeetiJrJ, am copies of all user uaos. It My seen

that by deluging m.. with 'lbat you Iliqht thiDk to be trivia, you

viII be actually hurtiD) your cawse, but this is Dot so. If your

auditor can see the developaent of your systea as it happens, you

vill not haTe to explain as IISDY of the design decisions you ake to

hi. dovn the road, ¥hen those reasons are clouded by ti.Jle aM

subsequent probleas. Also, by keeping track of the evolution of

your systeJl, your auditor vill develop 8 sense of continuity vithin

which your decisiOlU' nIl be IlOre explicable.
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In the fiDal analysis, whether or not your auditor is happy 'lith

your project vill depend as IUCh on bow tbe project is accepted by

its users as on anyone else' 8 opinion. Your atditor vill usually

look in those places that baTe been pointed out to first. If your

users are viII iDfomed, am bappy with the results of the project,

the a1ditor 'lill begin his audit on a positive note. If your users

are plagued by an unreliable systea, am are not kept inf oraed of

changes, both planned am unplanned, the aUditor vill bave balt ot
his report written lcmg before he enters the data processing

departaent. It is difficult to keep all users happy all of the

tille, but by getting' user siqnoffs on all cbaDjes, aDd by Mking the

user teel as it he bad a baM in des1gning the syste. tbat 'lill

ultiMtely deteBine how veIl he does his job, you can keep him

bappy .ost ot the t1ae. AM this viII certa1nly increase your

chances of receiving a successful audit of your systea.
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AID so

In suaary, aost points that your a1l1itor sill briDJ to your

attention are CODOn sense approaches to the design of your systea.

Your auditor is JlOst concerned 'lith the protection of the production

env1rODllent, am the ability to prove the results of the systea

under consideration. Be viII vant to be able to pick up any

report, pick a figure, am trace it back to its original source

docuaent. To do this, he will Deed good systea docuaentation, a

good aud1t trail of transaction history, the confidence that the

report he holds coincides with the database at a particular tille,

am the knoVledge that the progrus that led to the production ot

the report have been fully tested aDd inteqrated into the systea as

a lfhole. In general, these points are the points tbat you should be

concerned nth as veIl. In scme respects, your auditor is your

conscience, keeping your troa cuttiDJ comers that you knoV you

shouldnIt. Reanber this, aDd you will survive even the IlOst

striDJent audit.
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