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SECURITY: ... 2. sOBething that gives or assures safety, tranquillity,
certainty~ etc.; protection; ~feguard ... (Webster's Hev World

Dictionary of the English Language Second College Edition: 1976)

From the beginning of the online business data processing
environment, the que~tion of protecting that environaent bas been

asked many tiJaes. The answers have run the q8Jlut from complete

indifference to extreme paranoia. The propounders of these e.llSwers

have collected. numerous argwaents~ most of which have little or

nothing to do with the basic question. In order to adequately explore

the question of safeguarding the business data processing environaent

ve will use the following definition of security:

SECURITY: The protection of the business data processing environment

froa dall8.ge WITHOUT SERIOUSLY IlIPACTIHG THE ABILITY or THE DATA

PROCESSING USER TO CONDUCT HIS BUSINESS.
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'lith the eaergence of large DP staffs, many professionals have

forqotten that the business data processing environaent is not an end

in itself but a service provided to enhance the efficiency of a

particular business. 110st security is installed and adainistered by

staff members far removed froa the user. Especially in these cases,

security officers must balance the need for protection against the

iapact on the user's operation. In this paper we will explore the

kind of considerations that must be taken into account when

establishinq or maintaining a secure environment.
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SECURITf AND RISK ANALYSIS

In order to properly impleaent security in a data processing

enviroDilent, one must knOY ¥hat one is protecting, and wba t one is

protecting it froll.. There are no global rules on hOTl Jauch security is

necessary, or ¥bat form it should take. Each particular installation

llust analyze its own ennromaent, identifying the perils to be

protected aqainst, and assessinq the cost of protection aqeinst the

worth of what is being protected. We can group the perils in the data

processing field into the following categories: Unauthorized Access to

sensitive information.. Accidental Damaqe. and tfalicious Destruction.

For the purpose of this di~cus:sion we viII ignore the proble. of

Unauthorized Use (that is~ use of hardware or software without either

damage or the compromising of sensitive data) because with the

exception ot response time considerations, the problems of

unauthorized U3e (such as the productivity of an eaployee who spends

h1s day playing pong) should be handled in other areas (such as

personnel) without me.king security either the scapeqoat or the cure­

all. Employees who cannot behave in a responsible manner will turn to

other toras of diversion, while security restrictions to prevent this

type of problem will do nothing aore than lower the Borale of those

stat f who are responsible em.ployees. In addition to these

considerations, it is impossible to assian a meaningful value to

losse~ suffered due to the unauthorized ~e of hardware or ~oftvare,

and without a value the ilD.position of security is a meaningless

gesture.
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Each different type of peril bas different forBUlae for calculating

the 1088 that could be suffered. Some 108s8s can be .ore political

than actual, am proper security for these cases 181 consist prillarily

of education. Other losses, while real, may be incalculable. In these

cases, one aust be JlOre concerned 'lith the recoverability of the

enviromaent than in its protection. True disaster recovery will be

part of any efficient security srste., and if a disaster recovery plan

is in place at the outset, the job of instituting effective security

is ..de that m.uch easier.

lull scale risk analysis for an eXisting shop can be both costly

and ti.ae consuJlling. lIost corapanies opt f or ignoring the proble. of

designing a viable security plan altoqether and therefore end up

instituting security measures on a haphazard basis. This creates havoc
tor users and programaers alike, costs much 1n tiRe and .anpower, and

usually does not protect the environaent from. I18ny of the perils

besetting it. To make the buIden of risk analysis easier to bear, a

surface analysis of the environaer!t can establish the types of

applications Within the envirollllent, and reco_end the appropriate

security for each type of application based on the both the value of

the applications within each type, and the ease in tailoring the

security tools available to that application type. New applications

standardly can include a risk analysis, while old applications can be

retrofitted as time allows, and the risks warrant. In this manner,

all systems can be brought to a standard level ot protect1on With tar

less impact on the current users of the systeas.

When perfonrlnq risk analysis it is easy to focus on the
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programaer as the main security risk. Aside froa the obvious .orale

probleu in a shop where each eaployee is treated as either a hardened

criminal just waiting to sabotage the system, or a fumble fingered oaf

unable to read a file without deleting it, a security systea designed

to keep prograuers in 8J1811 boxes can double developaent tille, and

prevent tillely problem resolution. ¥bile it is appropriate to place

some restraints on the prograuing staff, it is necessary to a110'l

enouqh freedom. to the staff to do its job. In qeneral, one aust be

realized that one' 8 proqrauing staff vorks for the same company, and

is not •the enemy'.
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TYPES or SECURITY

Secur1ty coaes in a number of foras, and not all foru are

appropriate for a particular task. Each application must be examined

to deteBine the most cost effective form of protection. Ease and

cost of i.pIe_entation" ~u~ceptibility to damage.. and sensitiTi ty of

the data must all be taken into consideration.

The first and simplest fora of security is the assigmaent of

unique user identification. 'Ihis security measure is the foundation on

which many of the more sophisticated measures are based. Until Until
unique ids are assigned, no responsibility can be assigned, and no

audit trail can exist. Coason user ids for depart.ents or
applications remove one of the cornerstones of a good security

illPlementation.

once UDlque user ids have been assioned ~ each user can be
restricted to a single on-line session at a tiae. This prevents the

usurption of a user id while the user is logged on, and reinforces

good security habits by torcing the user to log off when he leaves his

terminal. (If you don't think this 18 the case, watch a user try to
sign on to show hiB boss & problea).

Password pr.otection of the user td is the next level of security,

Passwords should be assigned by the user hiaself, and changed at

reasonable intervals. Requiring passwords to be chaDJed too often, or

!s,s1qn1DJ uaninoless gibberish will result in passwords that have
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been written down and placed in desk drawers or taped to the tenlinal.

Once the user id has been protected, additional passwords should be

used sparingly if at all, since additional passwords will also

encourage passwords to be written and stored iDstead of reaembered.

Once the user id is secure, files and applications can be vrite­

restricted to certain users. 'Ib.is helps preserve the integrity of the

files. Data bases and other master files should be protected. fro-. any

unauthorized write access. Transaction files should have a broader

access, encouraging the correction of erroneous data by transactions

(which are auditable) instead ot direct manipulation ot the data base

(which is not).

Read-protecting data should be litaited to instances in which the

data itself i8 sensitive. nany applications overlap, and the

1nteqrat1on ot data and elimination ot redundancy can be greatly

hindered by a coaaon policy of read restrictions.

lor extremely sensitive material, encryption is superior to read­

protection, but costlier to implement. The combination of the tvo is

very secure.

Honvolatile files can be protected by restricting access to batch

programs only. This allows a complete audit trail for all activity

against these files, and an extreaely easy recovery· path in the event

of file corruption.

Restricting access to certain users 1ds l proqraas or files, can
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also be acoomplished by terminal l0C8.t1on. Th18 fora of protection
.uat be applied carefully, since certain aiDor disasters that affect

the location of the acceptable terainals can have major consequences.
11so, late night and weekelll roote proble. resolution can be

haJllPered. Restricting terminals to certain users by user id can pose

the siailar proble~.

Any fo~ of restriction carries with it certain costs not

assoc:ta ted with iaple.ent8 t ion. Restrictions tha. t hallper problem

resolution can have serious cost consequences. Restrictions that

force users to alter their way of business unnecessarily can also

increase operating budqet:s treaendously. These factors Bust be taken

tnto account in any effective security iaple.entation.
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UlAU1B)RIZED ACCESS

Probably the .oat misunderstood area of security is unauthorized

access. Unauthorized. access involves the cOJll)IollisiJr] of data or

prograu. as opposed to Unauthorized use. vbich is the use of hardvare

aM 30ftware without the coaprollisiJr] of data or proqraAS. It is

particUlarly easy to apply the strictest security .easures to a whole

installation where only sJl8.11 portions of the data within the

installation are siqnificant. On the ¥hole" there is usually very

little sensitive data in an installation. This data divides easily

1nto three tYDes: econollically sensitive data. leaally sensitive data
a11d morale :ten~itiYe data.

[conolltcally sensitive data consists of intorll8tion that could

cause monetary loas 1t divulged, such as proprietary software~ sales
CO.~.ssion rate3, tl1ture aarket studies, etc. Security in these areas

11 more to make the user teel secure, than to actually protect, since

it is qenerally .ore iaportant to the user hiaself tban to any

competitor" and since .oat ot it is available on the corporate ruaor

mill anyway. In the user coaunity, availability on a need to know

basis is appropriate; for the proqramaiDg staff" nondisclosure

agreeraents are usually ~ficient to protect the ~te.llation. On

those areas that are truly sensitive. inc11l1ina aerger plans. in8ide
info~tion" etc., nondisclosure aqreeaents can saaetiaes be the only

protection" since the data 'lill be aWilable to a prooraa.er at the
first application proqra. failure.

usn FREIHDLY SECURITY 0011-9 Robert 1. (arlin



Legally sensitive data presents a greater probleJl. Bank account

balances, credit inforMtioD, persODD.el records, etc. can all he the

basis for costly suits if divulged. 'Ihis data should be protected

f lOll any unauthorized user, and .ost of the prograDi.DJ staf f . Only

those whose resp0D3ibilities directly include production prOblea

resolution should have access to this data, and again, noMisclosure

agreeaents are a necessity.

Ilorale sensitive data can be the .oat difficult security access

proble.. 'Ibe largest area of aorale sensitive data is payroll

infonaation. Any coapany that does its 0911 payroll is asking for

trouble. If there is no way out of it, responsibility for payroll

problem resolution should be relegated to one's Ilost trustworthy

staff, and no one who handles payroll data should be drastically

underpaid.

Another area of .orale sensitive data can be online interoffice

.eIl08. l10st mail packages do not encrypt these Ilissives, aD1 many use

data bases that are accessible to all users.

In these cases, staff aust be cautioned fro. using online Mil for any

aessaqe that could be inappropriate for qeneral release.

The general rule of thulab for UDauthorized access is to aS8U1le

that staff .embers are responsible people, and will, in general,

behave in an appropriate mnner. Truly sensitive _terial should be

protected to prevent tsptation, but ainiml security aeasures are

sufficient for most purposes.
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AaIDDTAL DAIflG!

The .oat prevalent security problea is accidental damage to

software or data. All shops have experienced SOIle fora of accidental

duage, and we include UDder this heading anything froa the progru

bug to purging the ycoDj file. Each of us has experienced the joy of

atteapting a coherent application repair at 3 a. Jl., only to find in

the aominJ that our fix has gone awry. Yet coapletely eli.ainating

access to the production data can be a cure worse than the disease, as

production proqre.a inconsistencies wreak havoc in our da t8. bases,

while 'Ie sit helpless to correct the problem..

OUr first goal in handling accidental duage is to adait not only

the possibility but the probability of error. lor each application

area, 'Ie sust assess the extent of duaqe that is, if not acceptable,

at least tolerable. How late in the day can the users be allowed

access to their syate. before a true crisis sets in? How far back can

the U8er recreate his input? Can the user survive if the niqhtly

batch jobs were not nm.? Until these questions are answered, 'Ie

cannot truly 85se35 our risk, and apply the correct 8Ilount of

security.

Our second step is to codify the types of damage that can occur

accidentally. The~e \15oo1ly break down into the follOWing C8tegorie~:

Loss or corruption of production prograa, Loss of input data,

Corruption of input data, Corruption of Database, and Loss of

Database.
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llost security probleas relating to production proqraas occur

while atteaptirrj to correct other types of probleu. '!he best

solution to this type of occurrence is tbe establisbaeDt of a separate

operations group responsible for production turnover. Tb1s group

could also double as docuaentation librarian aDd production problea

support, am is an excellent way of apprenticing neY prograu.ers.

Production turnover procedures .ust be rigorous, with write access to

the production progru group denied to all but the staff responsible.

If the shop is too naIl to warrant a staff for this purpose, the

syste. manager should take on this responsibility. Even in a shop

with one or tvo progr8Jmers, the lmderlying security should be put in

place as if a production turnover staff existed. !loving production

prograas (as well as JCL, standard copybooks, etc.) should be

accoaplished by preexistiDJ job streau, paraaetr1cally JlOd1fied to

the task at hand and capable of creating an archive version of both

source am executable prograa tiles. An audit trail ot 80M sort,

either a listing that is filed, or a file that is extended, can also

be created by this streaa. Proper prograa security includes the

ability to easily back out any progru change, in addition to

identifyiDJ what vas changed. Proper security also includes beiD.;J

able to easily identify the current prograa version, through coapile

date aDd/or version nuaber prollinently displayed each tiu the prograa

is executed.

PreventiDj loss of input files, on the other hand, can be a

nightaare that no aaount of security v111 prevent. Identification ot

input is essential in satequardiDj a production enviromaent. All
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proor••, that create data that is inPUt to other proarams .ust create

an audit count of at least the nuaber of records passed. In addition,

aoa. other f ora of bash or lOGical C01mt should be instituted. 'lhese

COtmts can be displayed on control reports that are filed, or added to

an amit file along 'lith a tille/date/proqr8Jl steJlp. Online input

should be logged 30aewhere, with an easily accessible way of

determini.nq if the data logged has been applied to the production

enYironaent in case of system or progra-. failure. Just supplying a

user with a transaction 100 in the event of a crash can save hours of

Danual labor trying to recover a deyls input. It the integrity of the

system warrants it, transaction backups can be taken anywhere from

hourly to daily. Here again, we aust veigh the cost of the loss

against the aaount of security to apply.

Corruption of data bases or input data is usually (though not

always) accomplished by a program bug. A perfect prograa of Bore than

a hundred lines bas yet to be 'IIit ten, and no test procedure can

effectively test all possible occurrences. All systeas should have 8

aethod of correcting bad data within the systea using builtin

safeguards and audit trails, but all proqraas should also be perfect.

The tille vill cOile when the input data llust be tweaked, and good

security aust al109 it. It is far aore iIlportant that cbanqes to

production data by other than production progra.B be identified than
be prcyCfttcd. If it io too difficult to change the data within the

security systea, it vill be changed outside of it, and any audit trail

viII be irretrievably lost. The ainiaua audit trail aust be to log the

access to the production data. The ai.ni.mDl security aust require the
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bad data be backed up prior to beiDJ tweaked, for even bad data is

better than none at all. If successful, the change should be signed
off by ~o.eone other than the iapleaentor, preferably the user.

Loss of data base through bard_re or software can not be

prevented. The only possible security for this type of problea is

regular backups and tr8l138.ction logging. LoggiDJ can be iIlpleaented

through prograJUling on files not managed by a Data Base lfanagellent
Systea, aDd all systeas tbat use such files should be e'¥'aluated for

the necessity of such .easures.

Loss of a data base thro\1CJh human error can usually be prevented

through the use of appropriate access security. Privileged

capabilities should be restricted to those for whoa it is necessary.

Even these users should have both privileged am non privileged

access, and use the former only when necessary. Privileged
capabilities should never be restricted to 8. single user id ~hared

amongst those wno need it, since this eliminates a major audit trail.
Each user who may need privileged access should have his or her own

user id, the use of which may be audited easily.

our last step is the logqiDJ and analysis of all accidental

duage to the production environaent. Only by exaaini.nq the pattern

of past errors can we iaprove our security. 'Ie m.ust restrain
ourselves, however" froa iapleaentiDJ ramoa security aeasures in

response to any particular event. Security must be established as a
coherent structure of policies 8M procedures, not a haphazard

collection of unrelated actions.
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nALICIOUS DESTRUCTION

Rex Stout once coaented that it was iapossible to prevent a

determined .urderer. It is not difficult, however, to .ate certain

he is caught. The salle logic of course applies to aost business data

processing environaents. One cannot secure one's syste. froa those

wbose responsibility it is to ensure tt.ely and accurate service to

one's users. One cannot secure one's syste. fro. the user mo aust

update it. Any atteapt to place severe enough restrictions to

actually protect Jl8.y result in a .orale problea deep enough to

precipitate the very acts one is trying to protect against. 'the tvo

Jlaj or et t arts in this area aust be: first, to establish a secure

enough environaent to enable reasonable detection of sabatoge; and

second, to isolate the perpetrator.

Securing the environment involves many of the steps outlined for

accidental dalMlqe. A separate staff responsible for turnovers,

sufficient backUp procedures, including oftsite retention of files

back far enouqh to cover aO:Jt contingencies, aM separate production

libraries are all good aeasures to help secure the enVironaent. Other

CODon sellae iteu include reaovinq access to bard1f8.Ie aM software

before an ellPloyee is inforaed of his teBination.. aiVing tvo weeks
pay in lieu of notice IN ADDITIOIl to any 3eYerance due, aDd eDforcirlq

password chanqes at reasonable intervals (tvo Ilonths is adequate) .

Creating an ataosphere ¥bere the .ajority of e~loyees feel they have

been reasonably vell treated is probably the best safeguard. Allowing
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eaployees to feel that they' are professionals, even when terJliDatiDj

thea, vill also help foster professional conduct.

Isolation of the perpetrator can be enbanced iDeasurably by

assigning sole responsibility for each area to different staff

aellbers. All senior and interaediate staff should have an area of

total responsibility, am should be held accountable for knoviDq the

current state of their area, includiDJ recent probleL~ and changes.

This provides a siDjle area to audit on e.ployee teraination, either

by the corporation, or by the e~loyee's own decision.

In general, though, one cannot run one's business in the fear of

sabatoge by disqnmtled elq)loyees. Tho1ljh stories of coaputer crille

fill the newspapers, very very few eJlPloyees actually resort to such

tactics. MOst staff are professional, and even if they' are not, the

effect on one' 8 career of being discovered is enough to discourage

even the .ost foolhardy. Only in anqer 'lill these eaployees attempt

to dsmge your installation, and proper management is more important

in preventiDj this fOB of sabatOC)e thaD any security iapleaentation.
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IHSTALLIHG SECURITY

After delineating the perils that would affect your installation,

it's tae to analyze the extent of the security necessary for your

installation.

rir5t, isolate global perils, those eleJlents that could briDj

your coaplete operation to a halt. The responsibility for these

elements reside with your systea amager and technical staff.

Securing the sTste. tram these people is extre.ely counterproductive

and probably i.possible anyway. Establish in3tead a aonitoring

procedure to protect the systeal regular backups to recover With, and

I walk throuqh3' of all systea changes aaongst the responsible parties.

New releases of vendor software should be publicized prior to

installation .. am copies of the prior release should be available to

return to. Never let a vendor ~ including HP ~ !BIt etc. install

softwle without first, explai.niDJ the new release and installation

procedures to you; secoM.. explaini.n(J the backout procedures to you;

third, allowing you to do a coaplete backup of your current syste.;

and fourth.. alloving you to talk to another installed site.

Second, identify your essential tae critical applications.. that

i~, those application~ th&t mJST (not should) be completed or online

at a particular tille, or your operation goes down the tubes. These

can include daily payrolls, order picking tickets, point of sale

applications, etc. Deteraine the types of perils that these

USER rREIIDLY SECURITf 0017-17 Robert A. larlin



applications are subject to. Establish the Itini.mDl tiae it ¥Quld take

to recover froa each type of peril and deteraine if a MIlual backup

can be desiqned for coaplete disasters. Determine the lliniIlua

security necessary to protect against the .ajority of these perils and

iapleaent it on an application specific basis. This My involve

programming the security into the application itself. Remember, these

applications IlUST be awilable at a particular tiae, and so you baTe

no real choice in whether or not to aple.ent security here.

Third, identify those essential applications tbat are not tiJle

specific, that i:s, they mmt be done but you baTe soae leeway in

recovery. Security here can be looser than in the previous

categories, but these are still essential systeas. With thi:s

category, you !lust determine the Jl8xiJaua tiBe that you can live

without each application, that is, hOY -.ny hours or days have you to

fix any problem. Application considerations for this category should

be geared toward the auditability and recovery of data, as opposed to

stringent internal application security.

Fourth, group those applications that should be nm, but are non­

essential or can be produced at a later tiJIe. ~Y' user report3 fall

into this category. SOlle complete applications may fall here.

Usually, standard sy:stea security is sufficient to safeguard these

applications.

Mld if you have any applications in the fifth category, that is

those applications that do not need to nm at all, my are you still

runniDJ thea?
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In conclusion, bY applying security at the application level, in

response to the perceived need of the application itself, you ¥ill

tim that you 9111 need lesa security tban if you try to apply

aecurity to your systea 8S 8 whole. I ¥ill leave you with the

following olio of security guidelines.

* When possible I allow users to assiqn their ovn passwords.

* If you are assigning passwords, do not mke them. overly

coaplex, or soaeone viII tape thea to the teraiDal.

* Try not to require nuaerous different passwords. Use the

user id to ascertain access.

* It is ..ore aportant to loq chaBJes to your eDTiromaent than

to prevent thea.

* It is IlOre illPortant to provide a tool to the user, than it

18 to protect hi. froa the consequences of that tool. This

does not relieve you of the responsibility of explaining

those consequences to hiB.. but he's a big boy.. and should be
alloyed to .ake up hi:t 01fD aiDd.

* ¥hen in doubt, back it up.
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* When in doubt, log it, count it, apply it ... but back it up

first.

* Security should not be painful. If it is, you're doing it

wrong.

* And fiDally, your eaployees' .orale is the best security in

any environaent.
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